Pripojeni k eduroam.cz: Nastaveni sitovych
komponent Meraki a konfigurace ISE

Podrobni postup pripojeni organizace k eduroamu v CR je detailné popsan na strankach eduroam.cz
(https://www.eduroam.cz/cs/spravce/pripojovani/uvod )

Nezbytnou soucasti pripojeni k ¢eskému eduroam systému jsou RadSec/IPsec server a RADIUS server.

Jak postupovat pfi konfiguraci RadSec / IPsec -
https://www.eduroam.cz/cs/spravce/pripojovani/ipsec/uvod
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Obrazek ¢.1 - Schématické zobrazeni komponent

RadSEC-Proxy




Nastaveni Meraki AP pro autentizaci s ISE

Spravné nastaveni pristupového bodu Meraki MR pro Sifrovanou komunikace s ISE (eduroam).
Wireless — Configuration overview — SSIDs

(eduroam) > edit settings

atlrar]n ki
cisco Meraki

Network-wide
Security appliance
Switch

I Wireless
Organization

Help

Network: | Skola1 v

This network contains both an MR access point and a security appliance with integrated wireless. The security appliance will not mesh with the

negatively affected by this network configuration

Configuration overview

SSIDs Showing 4 of 15 SSIDs. Show all my SSIDs
guest-access
Enabled enabled ¥
Name rename
Access control edit settings
Encryption WPA2-PSK
Sign-on method None
Bandwidth limit unlimited
Client IP assignment Local LAN
Clients blocked from using LAN n/a
Wired clients are part of Wi-Fi network no
VLAN tag @ n/a
VPN Disabled
Splash page
Splash page enabled no
Splash theme n/a

eduroam

| enabled ¥
rename

edit settings
802.1X with custom RADIUS
None
unlimited
Meraki DHCP
no

no

n/a

Disabled

no
n/a

Save Changes  or cancel

(Please sllow 1-2 minutes for changes to take effect.)




Nastaveni SSID pfistupového bodu Meraki MR pro pfimou komunikaci s ISE pfes RADIUS, v sekci
Access control vybereme dané SSID (eduroam) a v sekci Network access pozadavku na WPA2-
Enterprise with my RADIUS server.

1| 1) | (e
CiIsSco !."’\;J\,,:}'l Network: | Skola1 ' v

Network-wide This network contains both an MR access point and a security appliance with integrated wireless. The security
negatively affected by this network configuration

Security appliance

Access control

Switch =
SSID: | eduroam v |
Wireless Network access
Organization Association requirements Open (no encryption)
Any user can associate
Help

' Pre-shared key with [WPA2 v |
Users must enter a passphrase to associate

MAC-based access control (no encryption)
RADIUS server is queried at association time

® WPA2-Enterprise with | my RADIUS server v |
User credentials are validated with 802.1X at association time

WPA encryption mode | WPA2 only v

Nastaveni/pridani RADIUS servru — IP adresa ISE (Host IP = dle urceni v aktualni siti, Port = 1812,
Secret = unikatni string retézec, stejny jako na strané ISE)

RADIUS s envers # Host Port Secret Actions
1 192.168.43.54 1812 | | sesesssnenens Test
Add a server

RADIUS testing @ | RADIUS testing disabled ¥ |

RADIUS accounting 'RADIUS accounting is disabled ¥

RADIUS attribute Fitter-Id v 8

specifying group policy

name

Assign group policies by Disabled: do not assign group policies automatically v

device type @



Nastaveni ovefeni pristupu do sité na prepinaci Meraki MS pro pfimou komunikaci s ISE 802.1x
reSenim pres RADIUS, v sekci Switch - Configure > Access policies pridanim nové Access policy
(eduroam).

Nastaveni/pridani RADIUS servru — IP adresa ISE (Host IP = dle urceni v aktualni siti, Port = 1812,
Secret = unikatni fetézec znakd, stejny jako na ISE)

Access policies

Access policies

Name eduraom-meraki

RADIUS servers # Host Port Secret Actions

1 1192.168.43.54 1812 | | sesssssssnene Test

Add a server

RADIUS testing @ RADIUS testing enabled ¥

Access policy type 802.1x v

Guest VLAN

Voice VLAN clients Require authentication ¥

Switch ports There are currently 0 Switch ports using this policy

Remove this access policy

Add an access policy




Instalace ISE serveru

ISE Ize provozovat jako appliance nebo jako virtualni stroj. V nasem pripadé predpokladame nasazeni
v prostredi VMware.

Pozadavky na server, detailni popis instalace je uveden v kapitole 3 Install ISE on a VMware Virtual
Machine v instala¢nim manualu na tomto odkazu:

http://www.cisco.com/c/en/us/td/docs/security/ise/2-1/install gquide/b_ise InstallationGuide21.pdf

Instalace je ukonéena wizardem z pfikazové fadky, ktery provede zakladni sitové nastaveni ISE. Od
tohoto okamziku je jiz veSkera sprava ISE vedena ve webovém rozhrani GUI.

Pridani sitovych zafizeni komunikujicich s ISE

Pokud ISE déla pouze RADIUS proxy oproti serveru organizace nejsou konfigurac¢ni kroky v této
kapitole nutné. Ale v pfipadé ze ISE bude provadét jesté néjaké jiné sluzby, je toto vhodné nastaveni,
protoZe v logu snadno rozli§ime rlizné autentizaéni/autorizaéni pozadavky z rGznych pfistupovych
zarizeni.

Vytvofeni nové skupiny ptistupovych prvkl. Toto umozni pti pouziti vice stejnych typl zafizeni
pracovat v pravidlech se skupinami, pfipadné je zohlednit v logu nebo reportech.

‘dseh Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management | v Network Resources = » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

» Network Devices ~ Network Device Groups ~ Network Device Profiles ~ External RADIUS Servers ~ RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

Network Device Groups Network Device Groups > All Device Types List > New Network Device Group

(~ £)  Network Device Groups
N o .
Name [ Meraki Wireless |
v || Groups
&% Al Device Types Description | |

®  All Locations *
o8 Type | Device Type

s =



Pridani konkrétniho Access Pointu do skupiny. Jelikoz tato konfigurace slouzi pro provoz ISE v RADIUS
proxy rezimu neni nutné nastavovat RADIUS parametry. Adresa 192.168.43.190 je v nasem pripadé
lokalni adresa pfistupového prvku Meraki MR.

cisco ldentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management = ~Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC
~Network Devices ~ Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers ~ External MDM  » Location Services
(<]

. Network Devices List > Meraki_AP
Network devices

Network Devices
Default Device

* Name | Meraki_AP

*IP Address: | 192.168.43.190 EE

* Device Profile i Cisco v | &

* Network Device Group

Device Type [ Meraki Wireless | Set To Default
Location [l Locations | Set To Default

» RADIUS Authentication Settings
» TACACS Authentication Settings

» SNMP Settings

0O 00O

» Advanced TrustSec Settings

Save Reset



Definice externiho RADIUS serveru

RADIUS komunikace mezi siti organizace a eduroam RADIUS servery musi byt zabezpecena. eduroam
podporuje metodu RadSec nebo IPsec v transparentnim modu. My vyuzijeme RadSec.

ZpUsob autentizace je tedy: Meraki odesild RADIUS zpravu na svUj definovany AAA server (tj. ISE),
ISE v rezimu RADIUS proxy posila dale na radsecproxy sluzbu, kde dojde k zabezpecenému odeslani
RADIUS zpravy na narodni RADIUS server. Analogicky probiha komunikace zpét (eduroam RADIUS -
radsecproxy - ISE = Meraki AP).

ISE pracuje v rezZimu RADIUS proxy, tj. radsecproxy instance je pro ISE externi RADIUS server. Vlastni
zabezpecCena komunikace mezi radsecproxy a eduroam RADIUS je jiz pro ISE pIné transparentni.

Protoze ISE je pro pristupové prvky sité RADIUS proxy server, fungujici oproti externimu RADIUS
serveru (zde radsecproxy instance) je potreba tento externi server (radsecproxy) nakonfigurovat:

cisco ldentity Services Engine Home » Context Visibility » Operations AN~ Administration » Work Centers

» System  » Identity Management | v Network Resources = » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

» Network Devices ~ Network Device Groups ~ Network Device Profiles ~ External RADIUS Servers ~ RADIUS Server Sequences  NAC Managers  External MDM  » Location Services

External RADIUS Servers List > radsec
External RADIUS Server

*Name | radsec

Description

*HostIP [192.168.43.52 |

* Shared Secret |uu.. | | Show |

Enable KeyWrap [ i
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format * ASCII HEXADECIMAL

* Authentication Port I 1812 | (Valid Range 1 to 65535)
* Accounting Port I 1813 | (Valid Range 1 to 65535)
* Server Timeout I 5 | Seconds (Valid Range 5 to 120)
* Connection Attempts I 3 | (Valid Range 1 to 9)
Save Reset

V nasem pripadé pouzivame instanci radsecproxy bézici na adrese 192.168.43.52. Tento server
spustény napf. s parametry:

/usr/local/sbin/radsecproxy -d 3

prebird proxyované RADIUS pozadavky od ISE a v zabezpecené formé je odesila na RADIUS server
eduroam.



V autentizaénich pravidlech pracujeme se sekvenci autentizaénich zdroji. Je tedy potifeba nas externi
RADIUS server (radsecproxy) pfidat do této sekvence. Provedeme jednoduse:

Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management = v Network Resources » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC

» Network Devices  Network Device Groups ~ Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences = NAC Managers  External MDM  » Location Services

RADIUS Server Sequences List > eduroam

RADIUS Server Sequence
Advanced Attribute Settings

* Name | eduroam

Description

2

v User Selected Service Type

Select the set of external RADIUS servers to use to process requests. Servers are accessed in sequence until a response is received

Available * Selected

radsec

<

[} Remote accounting

Local accounting

(et



Autentizace

v

V ISE Ize pracovat s tzv. Policy Sets. Tento koncept zjednodusuje a zprehlednuje konfiguraci, zvlasteé
pokud provadime vice typl autentizaénich a autorizacnich sluzeb pro r(zné typy pfistupd.

Pfed konfiguraci autentiza¢nich a autorizacnich pravidel si tedy jednim tlaitkem zapneme pouzivani
Policy Sets:

cisco ldentity Services Engine Home » Context Visibility » Operations (A~ Administration » Work Centers

v System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » PassivelD  » Threat Centric NAC
Deployment  Licensing » Certificates  » Logging  » Maintenance  Upgrade  Backup & Restore  » Admin Access ¥ Settings
I
(<)

Client Provisioning Policy Sets

FIPS Mode O Disabled

Alarm Settings (®) Enabled

» Posture

Save Reset
Profiling

» Protocols

Proxy

SMTP Server
SMS Gateway
System Time
Policy Sets

ERS Settings
Smart Call Home

DHCP & DNS Services

Nyni jiz mGzeme kliknout na volbu ,Policy Sets":

cisco  ldentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers
Policy Sets = Profiling  Posture  Client Provisioning  » Policy Elements Policy Sets Profiling
Posture Client Provisioning
Policy Sets Access Policy Sets Policy Elements
[ Search policy names & descriptions. p] Summary of the defined policy sets Dictio.n.aries
Z— For Policy Export go to Administration Conditions
+- D | Ol 4 ‘ X | & Results
Status Name

Timto se nam zobrazi nabidka pro vytvareni vlastnich autentiza¢nich a nasledné i autorizacnich
pravidel. Vytvofime si novy Policy Set, zda nazvany DOT1X. Tento rozklikneme a nastavime
autentizaéni pravidla. Tj. jakym zplsobem bude provadé&na autentizace pfistupujicich zafizeni.



Pravidla autentizac¢nich politik mohou byt velmi exaktni. Pfesné Ize nastavit kde je jaky typ pfistupu do
sité ovéfovan. V nasem pfipadé si mdZzeme podminku jednodude vytvofit na zakladé parametrd ve
jménu uzivatele: pokud je obsazen znak ,@" a neni nasledovan lokalni doménou odesilame
autentizacni pozadavek na ,Identity Sekvenci® eduroam, tj. nas externi RADIUS server — radsecproxy.

Poznamka: Authentication Policy meraki.cesnet.cz je tfeba nahradit realmem organizace.
Pfiklad - <nazev.Skoly>.cz

‘el Identity Services Engine Home  » ContextVisbiity > Operations [ERSSS=VN ) Administration > Work Centers AV

Policy Sets | Profiling  Posture  Client Provisioning  » Policy Elements

Policy Sets Define the Policy Sets by configuring rules based on conditions. Drag and drop sets on the left hand side to change the order.
[ Search policy names & descriptions. ,O] For Policy Export go to Administration > System > Backup & Restore > Policy Export Page
%‘f‘ . [-D . ‘ H N ‘ X ‘ @ Status Name Description Conditions )
. DOT1X DEVICE:Device Type EQUALS Device Type#All Device Edit
|| Summary of Policies Types

A list of all your policies

D Global Exceptions v Authentication Policy

Rules across entire deployment eduroam - externi org : If Radius:User-Name CONTAINS @ Use Proxy Service : eduroam Edit| v
AND

LR Radius:User-Name NOT ENDS

Default WITH @meraki.cesnet.cz

Default Policy Set Default Rule (If no match) : Allow Protocols : Default Network Access and use : All_User_ID_Stores Edit| v

Save Order Reset Order

w Authorization Policy

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
Default PermitAccess Edit| v

Logovani

Uspésné pripojeni na Meraki AP je v ISE logovéno takto:

Overview
Event 5200 Authentication succeeded
Username ba8ee@cesnet.cz
Endpoint Id 7C:01:91:16:AB:C7 &
Endpoint Profile Apple-Device
Authentication Policy DOT1X >> eduroam - externi org
Authorization Policy DOT1X >> Default
Authorization Result PermitAccess




Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

Endpoint Id

Calling Station Id
Endpoint Profile
Identity Group
Network Device
Device Type
Location

NAS IPv4 Address
NAS Port Type
Authorization Profile

Response Time

2016-08-30 17:25:00.716
2016-08-30 17:25:00.725
ise21vm

5200 Authentication succeeded
ba8ee@cesnet.cz
7C:01:91:16:AB:C7
7C-01-91-16-AB-C7
Apple-Device

Profiled

AP

All Device Types

All Locations
192.168.43.190

Wireless - IEEE 802.11
PermitAccess

517




Other Attributes

ConfigVersionld
DestinationPort
Protocol

UseCase

NAS-Port

Framed-MTU
VendorSpecific
Proxy-State
Acct-Session-ld
Connect-Info
undefined-186
undefined-187
undefined-188
MS-MPPE-Send-Key
MS-MPPE-Recv-Key
NetworkDeviceProfileName
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
SSID

AcsSessionlD
AuthorizationPolicyMatchedRule
CPMSessionID
EndPointMACAddress
ISEPolicySetName
AllowedProtocolMatchedRule
HostldentityGroup
Network Device Profile
Location

Device Type

RADIUS Username
Device IP Address

Called-Station-ID

66

1812

Radius

Proxy

0

1400
00:00:73:€7:01:13:38:38:3a:31:35:3a:34:34:3a:61:38:3a:30:61:3a:34:34
FirstProxy=192.168.43.54
A8197AB8-0000001B
CONNECT OMbps 802.11b
o

o

o

Cisco
403ea8fc-7a27-41¢3-80bb-27964031a08d
false

8E-15-54-A8-0A-44:eduroam-meraki
ise21vm/261937984/2387

Default

c0a82b361kVALNTwd TNpGUr7EGoOWONbzjQL6tTyIDAaOXJcMwo
7C-01-91-16-AB-C7

DOT1X

eduroam - externi org

Endpoint Identity Groups:Profiled

Cisco

Location#All Locations

Device Type#All Device Types
ba8ee@cesnet.cz

192.168.43.190

8E-15-54-A8-0A-44:eduroam-meraki




Steps

11001
11017
1117
15049
15008
15048
15048
15004
11358
11361
11355
11365
11100
11101

11357
24423
15036
15004
15016
11002

Received RADIUS Access-Request

RADIUS created a new session

Generated a new session ID for a 3rd party NAD

Evaluating Policy Group

Evaluating Service Selection Policy

Queried PIP - DEVICE.Device Type

Queried PIP - Radius.User-Name

Matched rule - eduroam - externi org

Received request for RADIUS server sequence.

Valid incoming authentication request

Start forwarding request to remote RADIUS server

Modify attributes before sending request to external radius server
RADIUS-Client about to send request - ( port = 1812 )
RADIUS-Client received response

Successfully forwarded request to current remote RADIUS server
ISE has not been able to confirm previous successful machine authentication
Evaluating Authorization Policy

Matched rule - Default

Selected Authorization Profile - PermitAccess

Returned RADIUS Access-Accept



